
INTELLIGENCE COMMUNITY DIRECTIVE 

NUMBER302 

DOCUMENT AND MEDIA EXPLOITATION 

(EFFECTIVJl: JULy 6, 2007) 

ICD302 

A. . AUTHORITY: The National Security Act of 1947, as ameoded; the Intelligence 
Rcfonn and Terrorism Prevention Act (IRTPA) of 2004; Executive Order 12333. as ameoded.; 
aod other applicable provisions of law. 

B. PURPOSE: This Intelligence Community Directive (lCD) establishes the Director of 
National Intelligence (DNI) policy and specifoes responsibilities for the oversigb~ management, 
and implementation or nauonal intelligence document and media exploitation (DOMEX) 
activities. Th.is lCD establishes the roles and responsibilities of the Assistant Deputy Director of 
National Intelligence for Open Source (ADDNVOS) with re.<pect to OOMEX activities, the 
National Media Exploitation Center (NMEC), aod other Intelligenoe Community (IC) elements 
involved in DOMEX activities to ensure efficient and effective conduct of DOMBX acti"itics 
and to promote integration and oumpatibility of JC OOMEX activities with other related tllltional 
and defen.<e effon.<. 

C. APPLICABILITY: This directi,·e applies to the IC. as defined by the National Security 
Act of 1947, as amended, and other departments or agencies thai may be designated by the 
President, or designated jointly by the ON! and the head of the department or agency concerned, 
as an clement of the IC. 

D. POLICY 

t . Pursuant to the IRTPA, the ON) is committed to: I) ensuring efficient integration of 
IC elements and their collection, analysis, production, and dissemination activities; 2) 
cotablishing aod maintaining an effective. reliable, and oollaborati>·c capability; 3) providing 
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maximum availability of DOMEX tO all eonsumers; 4) optimizing resource utilization; 5) and 
establishing effective burden sharing. 

2. Within the IC: 

a. lC DOMEX enterprise oversight, coordinalion, policy, strategy development, and 
evaluation will be centralized under the ADD NT/OS. DOMEX collection. production. analysis. 
and dissemination activities will be conducted collabomtively across the IC. 

b. DOMEX activities will suppon a wide range or intellige.nce activitie..~t, including 
all source analysis, open source exploitation. Human Tntelligence. Signals Intelligence. 
Geospatial lmelligeoce. and Meawreme.Jlt and Signature hnelligence. OOMEX reporting and 
analysis arc considered intelligence products. 

c. IC element" will leverage burden sharing., partnfflhips. ru1d outside 
capabilities (IC. pubHc. private. other U.S. Government. and foreign partners). minimize 
unnecessary duplicatjon of effort, and align DOMEX standards and procedures within I he IC aocl 
between lhe IC and Other gove-rnment DOMEX activities to the ma:dm.um extent possible. 

d. IC elements processing and collecting foreign documents or electronic 
media for IC exploitation will share information and capabilities to the fullest extent possible. 
DOMEX-specifie capabilitjcs and tools shall be developed in conformance with the IC enterprise 
arch.itecrure standards. 

(I) IC ele-ments will coot'di1late procurement and exploitation of new capabilities. 
technologies, or tools related to OOMEX with the ADDNUOS and the Associate DNUCh.ief 
Information Officer (AONI/CIO) to minimize duplication of resources. and to ensw·e capability 
gaps and IC standards are addressed. 

(2) After proc.ure-ment or exploitation of a major new capability, 
technology, or tc:x)l, the implementing orgMjzation must tag DOMEX material in acc:ordonoe 
witlt JC standards and make DOMEX information a\•ailablc as widely as possible in the lC in 
acc;ordancc with established dissemination pOlicy, classification guidelines. handling caveats, 
limiting crilcria. and inlcragenC)' sharing ag:ree.nenlS, unless t:xprcssly prohibited by law, 
dirocti ve., or conlractual obligation. 

t:. Personnel involved in DOMEX activhies will exercise appropriate ltadecraft and 
information security practices in accordance wilh DNI standards and policies. 

f. lC elemencs will develop perfonnance metrics for o"·erall DOMEX activities and 
major initiatives consistent wilh Associate DNI and Chief Financial OfGcer (ADNIICFO) 
guidance on performance budgeting. These mctrics will be COOI'dinated with lJ)e ADDNVOS. 
Performance meLrics will be used to determine consumer saJisfaction, investment strategy. 
return-on-investment. and resource decision-making. 
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g. OOMEX exploilatioo activities will establish and usc appropriate source and 
infomtation validation and \'erification procedures in accordance with DNI st.andatds and 
policies. 

E. AUrHORlTIES AND RESPONSffifl,JTIES 

I. ADDNIIOS 

a. The ADDNUOS shall ha .. ·c the following tauthoritie.~ and responsibilities for 
DOMEX: 

(1) Providing guidance, on hehalf of the DNI and the Deputy DirectOr of National 
lnt.elligence for Collection (DDNVC), to the Director. Defense Intelligence Agency (OIDIA) in 
the role as DNI Executive Agent forthe NMEC. 

(2) Ensuring an integrated IC OOMEX management strategy and its 
inlpleme.ntatioo consistent with the Nationallnte1ligencc Strategy (NIS) and the National 
Intelligence Priorities Framework (NlPF). 

(3) Oversight. coordination, evaJuation. policy dite<::tion, guidance. and tasking of 
IC OOMEX orgaoizatlons. 

(4) Advisory ta.sk.ing regarding DOMEX acth·ities of organizations and 
departments not w1ttun the National lntelligence Progn:un. 

(5) Developmem and oversight of the national OOMEX strategic plan. 

(6) Working with the Deputy Director of Nutionnl lnLelligence for Policy. Plans 
and Requirements (DDNI/PPR) and the Deputy Director of National Intelligence for Analysis 
(OONVA) -· or their successor organizations •. 10 establish programmatic guidance for 
OOMEX-n:lated actjvities in ~ccordance with the NIS and NlPF. and oversee compliance with 
established programmatic guidance. 

(7) Coordination of IC OOMEX requirementS of common concern, to 
include coordination with DO NitA requirements for OOMEX disseminated ana1)'1ic produclS to 
be tagged and submitted to the Ubrary ofNationallntelligcnce. 

(8) Coordination of lhe procurement of tools and services to suppon DOMEX 
activities. 

(9) Oversight of sharing of DOMEX illfonnation within the JC and with 
other U.S. Governme•n emities, as appropriate. 
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b. ADDNI/OS will consult with the ADNJICIO and the Associate DNI for Science 
and Technology (ADNIIS&T) on how to share DOMEX intelligence via the IC infonnation 
architecture. 

c. The ADDNI/OS will chair ~te DOMEX Committee. 

2. DOMEX Committee (DOMEXCOM) 

a. The DO~ EX COM is established 10 advise the ADONJJOS in the execution of 
re..:;ponsibilities and developnlent of guidance to IC DOMEX a(..'tiviti~.:; under this directive. The 
DOMEXCOM is oomprised of senior executives from the following: 

(l) NMEC 

(2) Defense Intelligence Agency (OIA) 

(3) Central Intelligence Agency (CIA) 

(4) Federal Bure..u of Investigation (FBI) 

(5) Defense Cyber Crime Center (DCCC) 

(6) U.S. Army 

(7) National Security Agency (NSA) 

(8) Depanment of Homeland Security 

(9) Dn•g Enforcement Administration 

( 10) Other members as determined by the ADDNI/OS. 

b. The DOMEXCOM will report tO the ADDNI/OS and will: 

(I) Provide programmatic. policy. and resource recommendations; 

(2) Develop appropriate DOMEX stMdards for such areas~~~. but not li1nited to, 
handling. clac:.sification. tran!ilation, and disseminaLion procedures; 

(3) .Panicipate in tlte development of standards for translation and b·anslitenation 
with the Foreign Language Executive Committee to ensure unifonnity of products and faciljtruc 
data sharing across the TC; 

(4) ~velop in coordination with the ADNVCIO and, as appropriate, the 
ADNYS&T, technology standards for such matters as, but not Hmited to. interface standards. 
memdata tagging, forensic processing standards, and storage of DOME.X material~ 
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(5) Develop standards and architeCtures 10 foSier lhe inlcropenlbillly of 
equipment associated with document and media collection, proocssi.ng, exploitation, and 
dissemination; 

(6) Provide evaluations of lhe IC' s DOMEX gaps and capabilities; 
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(7) Provide recommendations to optimize futwe DOMEX by IC elementS 
and. a~ appropriate, other U.S. Government entities. 

e. The DOMEXCOM will establish sucb subeonunittces, working groups, and 
boards a.~ required to facilitate coordination or to ad.dress topics of IC interest. 

3. National Media Exploitation Center 

a. NMEC is a DNI Center composed ofDIA, CIA. FBI, NSA. and DCCC liS panner 
organizations. NMEC partner organizations may be added by lhe ADDNI/OS. The DIA is lhe 
DNI Executive Agent for lhe NMEC, with day-to-day management delegated 10 the NMEC 
Director, who shall opente the NMEC under all relevaot authorilie.~ available to the Director of 
DIA. The NMEC Direc1or will be appointed by lhe OIDIA io consultation with the DNL The 
NMEC Deputy Director must be appointed from one of the parmcr organizations comprising 
NMEC other tban the parent service or agency of the NMEC Director. 

b. NMEC will serve to advance the IC's collective DOMEX capabilities on behalf of 
the DNI. DOMEX strategy. policy, and guidance will be established by the ADDNI/OS. DIA 
and lhe NMEC will fac1litate, to the maximum extent possible, integration of IC DOMEX 
policies, standards, and procedures with tactical and operational level Department of Defense 
prooedore.~. 

c. As directed by the ADDNI/OS, the NMEC acts as a DOMEX service of common 
concern and: 

(1) Suppons development of lhe DNT's DOMEX strategy, policy, aod 
prog.rammaaic recommendations: 

(2) Ensures prompt and resporu;ive DOMEX support to meet the needs of 
inteiHgence. defense. homeland security.law enforcement, and other U.S. Govem.ment 
consumers, to include provision of timely and accurate collection. processing. exploitation. and 
dissemination consi~tent with the protection of intelligence sources and methods; 

(3) Upon DNI approval, implements policies and guidanoc on DOMEX. 
including handling and dissemination policies and related activities~ 

(4) Develops and advocares programs, including training and tradecraft that 
expose oil IC personnel to lhe benefits of using DOMEX activities and products and, in concert 
with other IC elements. trains IC personnel in DOMEX. 

5 



ICD302 

4. IC J!:lements: 1n coordination with the ADDNVOS, and consistent with DNI 
standa.tds. IC ele!llMts: 

a. Collc:c~ process, translare, exploit. report, sb=, and archive OOMEX products 
and related raw daaa in accordance with applicable DNI policy; 

b. Keep ADDNI/OS apprised of DOMEX activities to minimize duplicate efforts; 

c. Panicipate in deliberations and activities of lhe OOMEXCOM and related 
subcommittees and wortd.ng groups; 

d. Support validated mrnc staffing and technical assistance requirements; 

e. lmplemenl infonnation technology infrast.ructure in support of DOMEX compliant 
with IC enterprise architc:cture policies, sen·ioes, and standards. 

f. Will coordinare with DONI/A requirements for OOMEX disseminated 
analytic products to be tagged and submitted to the Library of National Intelligence. 

s. Additional Roles aod Responsibilities 

a The DDNUAcquisition. in coordination with the ADDNIIOS. executes fl)t DNJ 
MiJestonc Decision Authorities and coordinates program trades.. in consuJtation with the 
ADDNIIOS, for DOMEX activilies determined 10 he of signifteant IC interest by the 
DOMEXCOM, ADDNI/05, DDNIIC, and the ADNIICFO. 

b. The ADNI/CJO, will advise the ADDNIIOS, NMEC, and other JC OOMEX 
activities, savices. and agendes on bow to develop and operate an infrasttucture that wiD 
faciliuue aecess to DOMEX information, products and services 

c. The DDNVPPR, in coordination with the ADNIICFO and ADDNI/OS, reviews 
OOMEX return--on-investment and consumer satisfaction meaics as well as participates in 
strategy development and resource decision-making. 

t·. DEFINITION: Document and Media Exploitation (DOMEX) - the 
processing, trauslatioo. 3Jlalysis. and dissemination of cQUC(...-tcd hard copy documents and 
electronic media. which are under the U.S. Government's physical conuol and are not publicly 
available. 'Ibis definition excludes: handling of document~ and media during lhe collection. 
initial review, and inventory process; and, documents and media withheld from the IC OOMEX 
dissemination system in accordance with DNI-s.a.nctioned agreements aod policies to protect 
sources and methods. 
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G. EFt'l.CTI' E DATE: This directi\ e beoocUb e!Tocti>e on dole of si~ 

Date 
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